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2.0 CURRICULUM

2.1 Title of the Program

Master of Science in Information Technology Security and Audit

2.2 Philosophy of the Program

Kabarak University is a Christian, Liberal Arts, Science and Technology Institution. This
means that all disciplines and programs are to be taught in pursuit of the Vision mentioned
above. Kabarak University aims to provide Christian-based quality Education, consistent
with the Vision and Mission of the University. The University will use “state-of-the-art”
technology in the transmission of knowledge in its academic programs. The aspiration of
Kabarak University is to provide a Christ-centered Institution for the education of the whole
person, through the perspective of Biblical Christian Faith and Values. The University is
committed to providing a comprehensive array of high quality educational programs in the
Liberal Arts, Science and Technology.

2.3 Rationale of the Program

2.3.1 Needs assessment/market survey/situation analysis

During development of the Program, a number of stakeholders were involved. Firstly, the
experts in the field of IT were invited to give their views on the Program. Their
contribution led to reduction of the mandatory course units from 14 to the current 11.
Secondly, the potential students were also involved and finally lecturers engaged the IT
industry players by interrogating the supervisors of students during assessment of
undergraduate students. The idea was to establish whether higher level skills are required
by the IT industry.

2.3.2 Justification of the need for the Program

Data and system security have become critical concerns in nearly every industry and
government sector, creating a demand for high-level information security expertise.
The Master of Science in IT Security and Audit Program is prepared to meet the
increasing needs of high-level information security expertise looking for opportunities
to study in a Christian Environment. Kabarak University focuses on holistic education
that meets physical as well as spiritual needs of her students. This Information
Security and Audit Program provides opportunities for advanced skill development
and masters research in information security topics such as information
confidentiality, integrity, governance, compliance, audit assurance, and risk
management. In the first year students will undertake course works to enable them
acquire the necessary theoretical grounding before embarking on independent
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research in the second year. In the second year, the candidates will also get an
opportunity to write their thesis. Hence the combination of the Coursework as a
practical research training and independent research equip graduates with the requisite
theoretical knowledge and skills required of a Master of Science in LT Security and
Audit. People who choose this specialization are often pursuing senior leadership,
consulting, or faculty positions in information security within military, government,
education, and private sectors.

Table 1. Responses of Respondents to the need of MSc. in IT Security and Audit training at
the Kabarak University

SD D [SOD| N SOMA A SA | CHISQ | P>CHISQ

Current training in computer
science covers all computer | 1.99 | 20.9 | 21.4 | 23.38 | 21.39 398 | 697 | 758 <.0001

needs?

We need graduates that can
detect and protect our data [ 1.49 | 8.46 | 3.98 204 | 2935 | 1841|1791 | 842 <.0001

from intrusion or hacking

In the last five years, my
computer security has been | 6.47 348 | 398 | 995 | 28.86 |24.38 |22.89 | 97.2 <.,0001

breached more than once.

Even when our computers
have protection from virus | 1.49 | 2.49 05 | 746 | 32.84 | 11.94 | 43.28 | 2434 <.0001

they still have been attacked

. ——
PhD IT Security and audit will | o | 45 | 55 | 135 | 15 | 265 | 405 | 1862 | <0001
meet some of this need

PhD IT Security and audit

could enhance our defense on
our company data as well as 1 | 3 14 11.5 32 37.5 | 187.8 <.0001

develop manpower for

research

There is need for training in

' it that
PhD IT Security and audit that |, o) | o, | 303 | 1566 | 1566 |24.75 | 38.38 | 1608 | <0001
can enhance data security and

research needs

The respondents somehow disagreed (SOD=23%, x% =75.8,P < 0.0001) that the current
training in computer science meet our national needs. They also somehow agreed (SOMA=29%,
x2=842,P= 0.0001) they need graduates that can detect intrusion or hacking (cybercrime) on
their data. The respondents somehow agreed (SOMA=29%, x% =97.2,P < 0.0001) that in the




- most computer sets are regularly protected by anti-v

-
—

e

cars, their computer security has been breached m

agreed (43%, x? = 243.4,P < 0.0001) that their computers
respondents strongly agreed that launching a PhD Security and at
resource needs of this country (Table 1).

2.4 Goal of the Program

The goal of the Master of Science in IT Security and Audit course is to impart pr
knowledge in various aspects of IT Security and Audit. These include such |
confidentiality, integrity, governance, compliance, audit assurance, and risk
Program aims at providing skills in the area of research methods and
producing IT Security and Audit practitioners, scholars and educators.
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2.5 Program Learning QOutcomes

At the end of the program, a graduate of MSc in IT Security and Audit should

1. Analyze a wide variety of issues, discuss skills techniques and identif

information technology security and audit. : SR
2. Identify and apply relevant techniques and tools to address mfonnm"*’

needs in a wide variety of contexts in society, industry and governmen
3. Undertake independent research and disseminate the findings using
media and in appropriate forums. S

2.6 Mode of Delivery

The Master of Science in IT Security and Audit shall be by Coursew @}k,
and Thesis, or Coursework, Examination and Creative Disserta ation as descril

Course work, examination, and thesis.

Face-to-face learning supported by ICT and e-learning toc
Class discussions :
Class Presentations -
Group assignments |







